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Abstract

Cloud computing is a computing technique, where a large group
of systems are connected to private or public networks, where
data owner can store his data on remote systems and frees
himself from storage burden and uses the data on-demand,
anytime, everywhere. As, a Cloud data user does not possess
direct control of his data, security is one of the few challenging
issues which needs to be addressed. Security in Cloud computing
can be addressed in many direction viz. authentication,
confidentiality, integrity and many more. Data integrity or
correctness is an issue where there may be some unauthorized
alteration in the data without consent of the data owner.
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Access Control mechanism, Authentication, data security et. al.

Keywords:
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1. Introduction

Various issues related to Cloud computing includes
Security of data from theft, Data Integrity on Cloud,
Secure transmission of data to and from Cloud sever,
Verifying files without much overhead/Computation |,
rights management, maintain security during sharing and
many more. Data storage correctness or some time more
generally referred as data integrity verification is one of
chief Cloud security problems. Data can be altered by
unauthorized entity without intimating to data owner. How
would the data owner make sure that his data has not been
modified by other intruders (or may be by the Cloud
provider itself, accidently or intentionally). So detecting
such kind of unlawful activities on data is an utmost
priority issue. Data storage correctness schemes can be
classified with TTP, based on who makes the verification.
In case of TTP, an extra Third Party Auditor (TPA), some
time in form of extra hardware or cryptographic
coprocessor is used. This hardware scheme provides better
performance due to dedicated hardware for the auditing
process but has some drawbacks such as single TTP

resulting into bottleneck in the system, mutually agreeing
on a common TTP where there are thousands of users
across the globe. Due to such kind of reasons, we prefer an
approach where the functionalities of TPA are integrated in
form of client application and the application can be
downloaded by cloud user from cloud server. This client
application provides all the cryptographic functionalities to
achieve the goals of integrity, authentication and
confidentiality. As this is a software approach, the
performance of the overall system may not be comparable
to dedicated hardware kind of TTP alternatives. To
improve performance, we emphasize offline execution of
computationally costly cryptographic algorithms. [22]

2. Achieving Integrity — With TPA

The cloud service provider is not completely trustworthy;
it raises issues such as data security and privacy. One of
the major security issues is achieving secure cloud data
storage. Issue can be addressed into two directions first
which makes use of trusted third party auditor (TTPA) and
other which do not. Because of users convenient service
provision it choose cloud storage. During the service
process, users focus on the problem whether the data
stored in the cloud is safe or not. But for the service
provider, the main concern is the profits while providing
convenient services. For both parties that focus on
different aspects, the TPA operating as an independent and
credible entity plays well in guaranteeing the trust
relationship between the two parties. The TPA has
professional authenticate knowledge and audit skills.
Cloud storage service providers can also improve their
services according to the audit report given by the TPA.
The TPA mechanism refers to the comprehensive
assessment of the phases of the cloud storage services
including security management, configuration
management, fault and abnormal management, data
management, operation management and so on. Users may
be unaware of the location of data while using cloud
storage services due to the distributed characteristics of

www.ijreat.org

Published by: PIONEER RESEARCH & DEVELOPMENT GROUP(www.prdg.org)



IJREAT International Journal of Research in Engineering & Advanced Technology, Volume 1, Issue 1, March, 2013

ISSN: 2320 - 8791
www.ijreat.org

cloud computing, which requires the TPA to be clear with
the laws and regulations in the area where data have been
stored. So this is the main consideration for the audit to
service safety and configuration management. Agreement
should specify the methods to process data, emergency
measures to deal with failure and abnormal, continuous
service providing and the consequences of SLA violation,
and so on in detail for service providers. So this is the main
consideration for the audit to fault and abnormal in service
and data management. For providing storages and business
access services externally, strict access control audit is
particularly important. Access control audit to the system,
network, and applications associated with cloud storage
services can prevent viruses, network intrusion, data
leakage and other security issues and also enhance
management capacity of those services. [21], [9]

3. Proposed Model

The Fig. 1 represents the sequence of operation performed.
Overall function is divided into 6 different steps. Details of
steps are given below.

Step 1:- Client / TPA Generate Key pair

Client and Third party auditor (TPA) generate a key pair
during stepl using a public key encryption in singe step
which is used for encrypt data during transmission.

Step 1.1:- To get id from TPA and Client send registration
request to TPA.

Step 1.2:- TPA Generate ID store key and ID, and send ID
back to client.

Step 2:- Data Storage

Aim of step 2 is store the data generated by the client.

Step 2.1:- Client encrypt the file using symmetric key
which is generated by different available encryption
algorithm (AES,DES). Client send data file to Cloud
Server Provider (CSP). CSP generate file id in this step.
Step 2.2:- Hash code calculate from encrypted file which is
produce in step 2.1 and store in Data base. Also message
digest has been done in this step. Client Easily access file
from TPA with the Help of file id which is generated in
step 2.1. Client again encrypt file using its private key and
the newly encrypted file with some other information sent
to TPA.

Step 2.3:- TPA send conformation regarding storing of
data file to CSP.

Step 2.4:- CSP stores data.

Step 3:- Offline File Verification

Aim of this step is to check integrity of User’s data on
Cloud Server Provider.

Step 3.1:- TPA send its id, and based on id Cloud Server
Provider reply with list of files which is owned by Client.

TPA selects a file from list and selected file name send to
CSP.

Step 3.2:- After some authentication CSP calculate hash
code and send hash back to TPA. TPA Compares hash
locally after decrypting.

Step 4:- Data Verification Client send request for rights.
Clients send the id of file to the TPA from whom it wants
file access. Cloud server generate file list from id and send
file list back to TPA. User select file from list and send
selection with request rights (i.e. altered or modified) on
TPA.

Step 5:- Data Retrieval

TPA grants or denies the request and status sends to CSP
who makes changes in database accordingly. User send a
symmetric key for the file to TPA in case of granting the
rights.

Step 6:- Data Update

User rights for file modification are checked by csp before
overwriting the file on csp. The user sends hash code to
user and after some verification user update hash in its
local database.
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Fig. 1 Sequence of Operation.

4. Conclusions

Cloud computing security issues have brought us with
great opportunities and challenges. Security in cloud
2
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computing can be addressed with TPA and without TPA.
In the cloud computing by using the TTPA mechanism we
can increase the data security which is essentially a
distributed storage system. To ensure each data access in
control and reduce the complexity of cloud computing by
help of Advance Encryption Technique (AES).
Cryptographic techniques are used to provide secure
communication between the client and the cloud. The
system ensures that the client’s data is stored only on
trusted storage servers and it cannot be transferred by
malicious system administrators to some corrupt node.
Symmetric key sharing is handled with public key
cryptography, to achieve faster performance and low
computational  overhead.  The  system  achieves
confidentiality and integrity of the client’s data stored in
the cloud. Also secure and efficient data dynamic
operations such as update delete and append on the data
blocks stored in the cloud. Our future goal is to design a
secure cloud storage system with TPA which addresses the
issues mentioned.
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